Module 3:
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N > certification




AWS Shared Responsibility Model W5 &iei

Customers are
responsible for
security IN the cloud

Customers

AWS Foundation Services

AWS is responsible

kil for the security OF
AWS Global Availability Zones Edge the cloud
Infrastructure locations
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AWS training and

PhyS|Cal SECU I’Ity ~_>) certification

w24/7 trained security staff

#AWS data centers in nondescript and undisclosed facilities
@ Two-factor authentication for authorized staff

s Authorization for data center access
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Hardware, Software, and Network

wAutomated change-control process
wBastion servers that record all access attempts
wFirewall and other boundary devices
#AWS monitoring tools
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Assurance Programs

training and
~—_) certification
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SSL Endpoints aws e,

SSL Endpoints Security Groups
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Security Groups

SSL Endpoints Security Groups
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AWS Multi-Tier Security Groups

dWs$s

\/‘7

training and
certification

Corporate Admin
Network

o

app server

‘:/6
app serve

Web Tier Application Tier
L security group security group

db server

db server

db server

Database Tier
security group

(all other ports are blocked)

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




Amazon Virtual Private Cloud

SSL Endpoints Security Groups
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AWS Identity and Access Management W3 &iad:

o o o

[Manage AWS IAM users } [ Manage AWS IAM roles } [Manage federated users }

and their access and their permissions and their permissions
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AWS |IAM Authentication AWS eation

wAuthentication

#AWS Management Console
i User name and Password

aws Services v Resource Groups v S3 1AM » VPC *

o

v N. Virginia v Support v

Account ID or alias

AWS services Helpful tips

{ | 2 € Q } ﬁ,( Manage your costs

Get real-time billing alerts based on your cost
and usage budgets. Start now

IAM user name

> Recently visited services

v All services

{@} Compute Management Tools E'! Mobile Services @.’J Create an organization
EC2 CloudWatch Mobile Hub Use AWS Organizations for policy-based
Lightsail &' AWS Auto Scaling AWS AppSync management of multiple AWS accounts. Start
Password Elastic Container Service CloudFormation Device Farm 07
] Lambda CloudTrail Mobile Analytics
Batch Config
Elastic Beanstalk OpsWorks AR&VR
Service Catalog s Explore AWS
= Systems Manager Amazon Sumerian &
Storage i Amazon Relational Database Service (RDS)
Trusted Advisor
$3 Managed Services gr;g Application Integration RDS manages and scales your database for you. RDS
EFS e supports Aurora, MySQL, PostgreSQL, MariaDB, Oracle,
Glacier B3 Step Functions and SQL Server. Learn more. (2
i i i 3 Storage Gateway Media Services Amazon MQ
Sign-in using root account credentials R Simple Notification Service
Kinesis Video Streams Simple Queue Service Real-Time Analytics with Amazon Kinesis
% Database S SWF Stream and analyze real-time data, so you can get timely
RDS Madial iva insiohts and react guicklv. Learn more_(72
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AWS IAM Authentication AWS e end

~—) certification

wAuthentication
“AWS CLI or SDK API i

wAccess Key and Secret Key IAM User

A 4

Access Key ID: AKTIAIOSFODNN7EXAMPLE
Secret Access Key: wialrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY

AWS CLI AWS SDK & API

o A

$ aws configure

AWS Access Key ID [****xkxkkx*kx*x*x*x*022A] :
ANSES cene A EE e SiIcI eI e ) Dl B
Default region name [ap-southeast-1]:

DefauliEontpnt Rotmat [Ssont = o

Python NET
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AWS |IAM User Management - Groups

1 }
%68 068

"

n '

DevOps Group TestDev Group

User A User B User C User D
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AWS IAM Authorization

W Authorization

wPolicies:
wAre JSON documents to describe permissions.
i Are assigned to users, groups, or roles.

- 25,
i -
IAM User IAM Group

&

IAM Roles
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmt1453690971587",
"Action": [
"ec2:Describex",
"ec2:StartInstances",
"ec2:StopInstances”
1, v
"Effect": "Allow", V
"Resource'": "x", -
"Condition": { )k(
"IpAddress": { \—

) aws:Sourcelp": "54.64.34.65/32 IAM Policy
¥
I
{
"Sid": '"Stmt1453690998327",
"Action": [
"s3:GetObjectx"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::example_bucket/x*"
¥
]
¥
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AWS IAM Policy Assignment WS et

v
Assigned X Assigned | ...
o User

IAM Group
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AWS IAM Policy Assignment

v
X Assigned ...

Dnﬂ
IAM Group

>
("
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Q
3
o
o

. Assigned

IAM User

L

IAM Roles
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AWS |IAM Roles aws e

#An IAM role uses a policy.
#An |IAM role has no associated credentials.
#|AM users, applications, and services may assume |IAM roles.

L

IAM Roles
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AWS training and

AWS |IAM Policy Assignment 3 crircation

v

v
o pssigned X Assigned 28,
n < - 2
i
IAM Group

IAM User

paubissy

i Assumed ‘ Assumed I @
AWS Resources

IAM User
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Example: Application Access to

AWS Resources

wPython application hosted on an Amazon EC2 instance needs to
interact with Amazon S3.

#AWS credentials are required:
wOption 1-5Stere-AWS-CredeptialsontheAmazen-EC2-rstance.

#Option 2: Securely distribute AWS credentials to AWS services and
applications.

&L

IAM Roles
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AWS IAM Roles - Instance Profiles — 3Ws &iiain

Amazon EC2

L\ Services ~

1.Choose AMI 2. Chooselnstance Type 3. Configure Instance 4. Add Storage  5.Taglnstance 6. Configure Security Group 7. Review Amazon 53
' "~ Step 3: Configure Instance Details
c reate n sta nce Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more.
Number of instances (i) 1 Launch into Auto Scaling Group (i)
Purchasing option () "IRequest Spot instances
Network (i) vpc-SIM (172.31.0.0/16) (default) C Create newVPC
Subnet (i) No preference (default subnet in any Avalability 2 Create new subnet
Auto-assign Public IP (i) Use subnet setting (Enable)
. Application
Domain join directory (i) None C Create new directory 4 .
2l interacts
IAM role (i) None > c 1AM role H
— e A with Amazon
Shutdown @ aws-elasticbeanstalk-ec2-role S 3
EMR_EC2_DefaultRol
—_— """"" e Select IAM Role

Monitoring (i) [JEnable CloudWatch detailed monitoring
Additional charges apply.

Tenancy (i) Shared - Run a shared hardware instance
Additional charges will apply for dedicated tenancy.

A
A

A 4
d EC2 MetaData Service
p a n > http://169.254.169.254/latest/meta-data/iam/security-credentials/rolename
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AWS IAM Roles — Assume Role

Amazon S3

Access

dWs

v
P> <«

IAM Admin Role

v
v
X Access X
\—— >
Assigned  \_J 2@
: . : Assun;'le
IAM User A-1
g Assigned
S
AWS Account A
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AWS Account B
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Temporary Security Credentials WS training and

(AWS STS) ) certification
~ Session

@ Access Key ID E
. Secret Access Key — Temporary security credentials *
. Session Token (%
Expiration <|J>1 5 minutes to 36 hours

Use Cases

w(Cross-account access

W Federation

#*Mobile users

wKey rotation for Amazon EC2-based apps
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Application Authentication

No Support No Support

e

AWS IAM Application
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AWS |AM AUtheﬂthathﬂ aﬂd AWS training and

N > certification

Authorization

wAuthentication

#AWS Management Console
w User Name and Password

wAWS CLI or SDK API
w Access Key and Secret Key

B o o O
swAuthorization A Dnﬂ

s Policies

IAM User IAM Group

&

IAM Roles
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AWS |AM Best Practices W3, o

wDelete AWS account (root) access keys.

7 Create individual 1AM users.

wUse groups to assign permissions to |AM users.
wGrant least privilege.

wConfigure a strong password policy.

wEnable MFA for privileged users.
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AWS IAM Best Practices (continued) W5 &l

wUse roles for applications that run on Amazon EC2 instances.
wDelegate by using roles instead of by sharing credentials.
w»Rotate credentials regularly.

"Remove unnecessary users and credentials.

wUse policy conditions for extra security.

“#*Monitor activity in your AWS account.
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AWS CloudTrail aws e

wRecords AWS API calls for accounts.
wDelivers log files with information to an Amazon S3 bucket.

wwMakes calls using the AWS Management Console, AWS SDKs,
AWS CLI, and higher-level AWS services.

Logs

»
»

AWS CloudTrail Amazon S3 bucket
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AWS training and

Kﬂ OWledge ChECk ~_>) certification

#Q: Your web application needs to read/write an Amazon
DynamoDB table and an Amazon S3 bucket. This operation
requires AWS credentials and authorization to use AWS services.

What IAM entity should be used?
wUser
wGroup
“#“Role
W Policy

#A: Role
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Thanks for participating!
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Corrections or feedback on the course, please email us at: aws-course-feedback@amazon.com. For all other questions, contact us at:
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